Date: February 14, 2019

To: United States Senate Committee on Banking, Housing and Urban Affairs
Chairman Mike Crapo (R-Idaho) and Ranking Member Sherrod Brown (D-Ohio)

From: William Perkins, PhD

Re: Comments Regarding Data Privacy, Protection, and Collection

| would like to thank the Committee for the opportunity to provide my comments. All five
guestions mentioned in your request for comments are relevant. | will focus on question five

5) What could be done through legislation, regulation, or by implementing best
practices so a consumer can easily identify and exercise control of data that is being (a)
collected and shared by data brokers and other firms and (b) used as a factor in
establishing a consumer’s eligibility for credit, insurance, employment, or other
purposes.

Along with almost 150 million other Americans, Equifax lost my personal financial data in 2017.
Below are ten letters that | have sent to Equifax from September 8, 2017 until September 12,
2018. In every letter | made the same request — delete all data about me from Equifax
databases and stop gathering new data about me. Essentially | want the “right to be
forgotten.” Equifax offered to freeze my account; that is not what | asked for.

The tenth letter summarizes the previous letters and captures my frustration with Equifax. |
sent a copy of each letter to several of my elected officials including my US Senators and
Representative, the Texas governor, and my Texas Senator and Representative. Some of these
officials did acknowledge receiving my letters. The only change | have made to these letters
was to remove my address and phone number.

Besides sending the letters, | called Equifax several times after the breach was announced and
asked to have my data deleted. | filed an online complaint with the FTC. And | met with the
Legislative Director for my US Representative. On April 24, 2018, | testified about this topic
before the Texas House Investments and Financial Services Committee in Austin in a hearing on
“Study the Impact and Risks that a Large-scale Security Breach of a Credit Bureau has on
Texans.” In addition, | attended the U.S. House Financial Services Committee hearing entitled
“After the Breach: the Monetization and Illicit Use of Stolen Data” in Washington, DC March 15,
2018 and the U.S. Senate Committee on Banking, Housing, and Urban Affairs hearing entitled
“An Overview of Credit Bureaus and the Fair Credit Reporting Act” in DC July 12, 2018. In these
hearings there was a great deal of bipartisan concern for the lack of security in the Equifax
system and the lack of response by federal and state agencies.


https://financialservices.house.gov/calendar/eventsingle.aspx?EventID=403188

| have worked in marketing research for thirty years and have used financial information in

projects, always following the FTC's “permissible purposes” rules, outlined in the Fair Credit
Reporting Act of 1970. The credit reporting agencies make money not only by selling your
credit score, but by selling an enormous amount of marketing data about you to companies.

Most Americans do not understand the quantity of data being gathered about them or the
types of data being gathered about them. | would like to re-gain control of my personal data.
The California Consumer Privacy Act of 2018 (CCPA) provides a good template for re-gaining
control. These are the major consumer provisions, in my words:

1.
2.

A consumer has the right to know that information is being collected about them.

A consumer has the right to know what information is being collected, where it is
collected from, and the purposes for collecting it.

A consumer has the right to know if a business sells or discloses their information to a
third party. A business should not sell the information for children and teens.

A consumer has the right to opt out of allowing their information to be sold or
disclosed.

A consumer has the right to request that a business delete any personal information it
has collected about them.

And if a consumer exercises these rights, a business cannot discriminate against the
consumer.

Could consumers opt out of Equifax? | understand that financial data, such as that sent from a

credit card company to a credit reporting agency, are required to make creditworthiness

decisions, to buy a house, buy a phone, get a job, etc. But there are several credit agencies.

Consumers would need to consider the consequences of opting out of Equifax or Experian or
TransUnion. Their financial lives would go on if they opted out of one of these.

The previous CEO of Equifax, Richard Smith, made this same point when he testified before the
U.S. House Committee on Energy and Commerce, Subcommittee on Digital Commerce and

Consumer Protection, in October 3, 2017.

Frank Pallone: Will Equifax give consumers an easy and free method to choose not to
share their data in this way, even if the consumer already has a business relationship
with the third party?

Richard Smith: Yeah, Congressman, I’d envision as this evolves over time, the consumer
will have the ability to invite into their world who they want to have access and who
they do not. It'll be their choice, their power, not ours, to make that decision.

That is exactly what | am asking for - follow his recommendation and give me the ability to
control of my data, including opting out. | ask you to develop a US version of the CCPA.



September 12, 2018

Mark Begor

CEO Equifax

1550 Peachtree Street NE
Atlanta, GA 30309

Dear Mr. Begor,

This is my tenth letter to Equifax since September 8, 2017. All of my letters have made the
same request: delete all data about me from Equifax databases and stop gathering new data
about me.

Equifax has ignored these requests to delete my file. | have received your offers to freeze my
account. That is not what | am asking for.

Why | am asking to have my file deleted -

e Ex-CEO Richard Smith testified before the U.S. House Committee on Energy and Commerce
in October 2017. He stated that consumers should have control over their own data, “it’ll
be their choice, not ours” to decide who has access to their personal data. That is exactly
what | am asking you to do, follow his recommendation and give me the ability to control of
my data.

e The data breach violated the Fair Credit Reporting Act of 1970, specifically section 604,
Permissible Purposes. Your own web site demands that users of Equifax data sign a
“permissible purpose certification” explaining who should have access to my data and for
what purposes. You violated the federal rule as well as your own rule.

e Equifax has ignored the growing wave of concern about data security. Europe has
implemented the General Data Protection Regulation, California has passed the California
Consumer Privacy Act of 2018 — both increase consumer data privacy with stronger rules
concerning how companies must ask permission to use our data and allow consumers to
opt out of data gathering (GDPR Article 17). |1 am demanding the “right to be forgotten.”

e And of course, you simply have not shown the capacity to secure my personal financial data.
| realize that your business model relies on free access to my data. You make money off of
me, selling my data to companies. | receive nothing in return. | want out of your insecure,
unfair system.

In April 2018 | testified before the Texas House Investments and Financial Services Committee
in Austin. | told them that | had written letters to Equifax asking to opt out. |told them that



Equifax has never addressed my request. | expressed my frustration that evidently Equifax does
not consider my request worthy of a response.

In addition, | attended U.S. House Financial Services Committee hearing entitled “After the
Breach: the Monetization and lllicit Use of Stolen Data” in Washington, DC March 15, 2018 and
the U.S. Senate Committee on Banking, Housing, and Urban Affairs hearing entitled “An
Overview of Credit Bureaus and the Fair Credit Reporting Act” in DC July 12, 2018. In both
hearings there was a great deal of bipartisan concern for the lack of security in the Equifax
system and the lack of response by federal agencies.

From my experience over the last year, | have learned that consumers will not receive a fair
hearing from Equifax. Even after sending numerous letters, Equifax has not even acknowledged
my request to delete my files from your system. You took my personal financial data and
mishandled it. | was not given a choice about being pulled into your data system. | want out.

And | have been disappointed in the response from federal and state agencies and elected
officials. It has been a year since the breach was announced and there have been no fines, no
legislation, and no federal enforcement actions. The FTC and CFPB have not acted. Some
legislative committees have held hearings. Some of my elected officials have sent me a form
letter at least acknowledging receiving a copy of my letters sent to Equifax. | understand that
we are in a period of reducing financial regulation as much as possible. The message
consumers hear is that you are on your own, good luck.

To me it appears that Equifax got away with the largest data breach in U.S. history, scot-free.

William Perkins


https://financialservices.house.gov/calendar/eventsingle.aspx?EventID=403188
https://financialservices.house.gov/calendar/eventsingle.aspx?EventID=403188

CC:

Senator John Cornyn
517 Hart Senate Office Building
Washington, DC 20510

Senator Ted Cruz
Russell Senate Office Building 404
Washington, DC 20510

U.S. Representative Michael Burgess, District 26
2336 Rayburn House Office Building
Washington, DC 20515

Governor Greg Abbott
P.O. Box 12428
Austin, TX 78711-2428

Texas Senator Kelly Hancock, District 9
9121 Belshire Drive, Suite 200
North Richland Hills, TX 76182

Texas Representative Giovanni Capriglione, District 98
P.0. Box 770
Keller, TX 76244



June 6, 2018

Mark Begor

CEO Equifax

1550 Peachtree Street NE
Atlanta, GA 30309

Dear Mr. Begor,

This is my ninth letter to Equifax since September 8, 2017. All of my letters have made the
same request: delete all data related to me from Equifax databases and stop gathering new
data about me. Equifax has ignored my requests. | am asking for the ‘right to be forgotten.’

As stated in the Equifax 2017 annual report:

We are subject to various data protection, privacy and consumer credit laws and
regulations in the foreign countries where we operate. Examples of the most significant
of these laws include, but are not limited to, the following:
* In Europe, we are subject to the European Union (“EU”) Data Protection
Regulation ("GDPR"),...The GDPR establishes multiple new requirements that are
generally stricter and more comprehensive than those of the U.S.....

The GDPR is now in force. Focus on Article 17 — Right to erasure (‘right to be forgotten’):

The data subject [me] shall have the right to obtain from the controller [Equifax] the
erasure of personal data concerning him or her without undue delay and the controller
shall have the obligation to erase personal data without undue delay where one of the
following grounds applies: (a number of reasons are listed including the following)

e the personal data have been unlawfully processed

By allowing the data breach, Equifax violated both the GDPR and the US Fair Credit Reporting
Act of 1970 — my personal data was unlawfully made available to unauthorized parties.

Don’t Americans deserve the same data protections afforded to Europeans? Again | am asking
you to delete all data about me from Equifax databases. | would appreciate a response.

Copies of this letter will be sent to my elected officials and my contact in the media.

William Perkins



April 25,2018

Mark Begor

CEO Equifax

1550 Peachtree Street NE
Atlanta, GA 30309

Dear Mr. Begor,

This is my eighth letter to Equifax since September 8, 2017. All of my letters have made the
same request: delete all data related to me from Equifax databases and stop gathering new
data about me. Equifax has ignored my requests.

Yesterday, | testified before the Texas House Investments and Financial Services Committee in
Austin. | told them that | had written seven letters to Equifax asking to opt out and | explained
the reasoning behind my request. And | told the committee that Equifax has never addressed
my request. | expressed my frustration that evidently Equifax does not consider my request
worthy of a response.

Your company has offered freezing and monitoring. That is not what | am asking for. Why not
give consumers options about who controls our personal financial data — this was suggested by
Richard Smith, former Equifax CEO, when he testified before the U.S. House Committee on
Energy and Commerce, October 3, 2017:

Frank Pallone: Will Equifax give consumers an easy and free method to choose not to
share their data in this way, even if the consumer already has a business relationship
with the third party?

Richard Smith: Yeah, Congressman, I’d envision as this evolves over time, the consumer
will have the ability to invite into their world who they want to have access and who
they do not. It'll be their choice, their power, not ours, to make that decision.

| am simply asking that you implement what Richard Smith recommended.

Copies of this letter will be sent to my elected officials and my contact in the media.

William Perkins



February 13, 2018

Paulino do Rego Barros, Jr
Interim CEO

Equifax

1550 Peachtree Street NE
Atlanta, GA 30309

Dear Mr. Barros,

This is my seventh letter to Equifax since September 8, 2017. All of my letters have made the
same request: delete all data related to me from Equifax databases and stop gathering new
data about me. Equifax has ignored my requests.

While | still am making that same request, let’s discuss another path as well.

In January, | met with staff from my U.S. Representative, Michael Burgess, in DC. He is a
member of the House Committee on Energy and Commerce, Subcommittee on Digital
Commerce and Consumer Protection. Richard Smith, former Equifax CEO, testified before this
committee on October 3 in DC.

The committee is developing legislation to address the issues brought up by the Equifax data
breach. They may follow Richard Smith’s recommendation that consumers have choices about
how their data will be used. As Smith testified before the committee:

Congressman, I'd envision as this evolves over time, the consumer will have the ability
to invite into their world who they want to have access and who they do not. It’ll be
their choice, their power, not ours, to make that decision.

| have a suggestion: Equifax should form a “consumer advisory council” which would provide
on-going input into how you make Mr. Smith’s vision a reality, how you manage and secure
data in the future to balance consumer and corporate needs. Show that you are a good
corporate citizen.

A council would help you understand consumers’ concerns and let Congress know that you are
serious about following up on the data breach. | would appreciate hearing from you about this
idea.

Copies of this letter will be sent to my elected officials and my contact in the media.

William Perkins



December 18, 2017

Paulino do Rego Barros, Jr
Interim CEO

Equifax

1550 Peachtree Street NE
Atlanta, GA 30309

Dear Mr. Barros,

This is my sixth letter to Equifax since September 8, 2017. All of my letters have made the same
request: delete all data related to me from Equifax databases and stop gathering new data
about me.

In response, Equifax has twice sent me a letter explaining TrustedID Premier. You are not
listening.

Listen to Richard F. Smith, former Equifax CEO, when he testified before the U.S. House
Committee on Energy and Commerce Subcommittee on Digital Commerce and Consumer
Protection, October 3, 2017:

Frank Pallone: Will Equifax give consumers an easy and free method to choose not to
share their data in this way, even if the consumer already has a business relationship
with the third party?

Richard Smith: Yeah, Congressman, I’d envision as this evolves over time, the consumer
will have the ability to invite into their world who they want to have access and who
they do not. It'll be their choice, their power, not ours, to make that decision.

| agree with Richard Smith. The time has come. | do not want Equifax to have access to my
data.

As | have asked in every previous letter, contact me and | will be glad to talk with anyone from
Equifax about my decision to “uninvite” Equifax into my world.

Copies of this letter will be sent to my elected officials and my contact in the media. My U.S.
Representative, Michael Burgess, is a member of the House Committee on Energy and
Commerce Subcommittee on Digital Commerce and Consumer Protection. He attended the
hearing October 3 in Washington.

William Perkins
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it is a service to them and that 15 the only product the service
will be able to get.

Mr. Pallone. Now will Equifax give consumers an easy and
frees method to choose not to share their data in this way, aven
i1f the consumer already has a business relationship with the third
party?

Mr. Smith. Yes, Congressman, I would SEVENESN as this
evolves over time the consumer will have the ability to invite
into their world who they want to have access and who they do not.
It will be their choice, their power not ours to make that
decision.

Mr. Pallone. Now last week, the interim CEO announced that
by January 31st of 2018 Equifax would make locking and unlocking
of a person's Equifax cradit report free forever., A credit report
lock is already included in TrustedID Premier and other services
1ilke credit monltoring and identity theft insurance. Will that

s5till end after 1 year?




November 28, 2017

Paulino do Rego Barros, Jr
Interim CEO

Equifax

1550 Peachtree Street NE
Atlanta, GA 30309

Dear Mr. Barros,

This is my fifth letter to Equifax since September 8, 2017. | am making a simple request: delete
all data related to me from Equifax databases and stop gathering new data about me.

As the attached “permissible purpose certification” — printed from the Equifax website — states,
Equifax must not release my credit information except for specific permissible purposes as
defined by the Federal Fair Credit Reporting Act. You have violated the very rule you demand
that your clients follow.

Your data breach exposed very sensitive information about me, including:

e First and last name

e Social Security Number
e Date of birth

e Addresses

e Phone numbers

e Driver’s license number

This detailed information would allow someone to easily perpetrate fraud. Given your inability
to secure my private data, | want to opt out of Equifax completely.

As noted previously, | am sending copies of this letter to my elected officials and my contact in
the media. |have not received a response from Equifax regarding my request to delete my file.

William Perkins
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October 28, 2017

Paulino do Rego Barros, Jr
Interim CEO

Equifax

1550 Peachtree Street NE
Atlanta, GA 30309

Dear Mr. Barros,

This is my fourth letter to Equifax since September 8, 2017. | received your offer for monitoring
and protection through TrustedID Premier. That does not address what | am asking you to do.

Equifax has violated the Fair Credit Reporting Act of 1970. Please review Section 604
Permissible Purposes of Consumer Reports which states that “Subject to subsection (c), any
consumer reporting agency may furnish a consumer report under the following circumstances
and no other.” The Act goes on to define those circumstances. Your data breach does not fit
any of those situations.

Equifax has not complied with Section 604. Therefore, | am requesting that your company
remove all data related to me from Equifax databases and stop gathering new data about me.
Delete marketing information as well as financial data about me.

The Federal Trade Commission does not require Equifax to gather information about me. You
have permission, through the FCRA, to disseminate information about me only in the
circumstances defined under Permissible Purposes.

As noted previously, | am sending copies of this letter to my elected officials and my contact in
the media. | am not asking for a freeze or a lock or monitoring or protection — | want to opt out
of Equifax completely.

William Perkins
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October 14, 2017

Paulino do Rego Barros, Jr
Interim CEO

Equifax

1550 Peachtree Street NE
Atlanta, GA 30309

Dear Mr. Barros,

This is my third letter to Equifax since September 8, 2017. In the first two letters, addressed to
Mr. Smith, | requested that your company remove all data related to me from Equifax
databases and stop gathering new data about me. | never heard from Mr. Smith’s office.

However, | have started hearing from my elected officials. A copy of each the first two letters
and a copy of this letter have been sent to the officials below. And | have been in contact with
a member of the media in New York.

Let me ask one last time to have your office call me and | will give them the required
information to confirm by identity. | am not asking for a freeze or a lock — | want to opt out of
Equifax completely.

William Perkins



September 22, 2017

Richard F. Smith
Chairman and CEO
Equifax

1550 Peachtree Street NE
Atlanta, GA 30309

Dick —

This is my second letter to you about this matter. Remove any and all data related to me from
Equifax databases. Do not gather or hold new data related to me. | am not asking Equifax to
freeze my account. | am telling you to delete any information Equifax has about me now and to
stop gathering information on me.

Have your office call me and | will give them the minimally required information to confirm by
identity.

William Perkins



September 8, 2017

Richard F. Smith
Chairman and CEO
Equifax

1550 Peachtree Street NE
Atlanta, GA 30309

Dick -

Remove any and all data related to me from Equifax databases. Do not gather or hold new data
related to me.

Have your office call me and | will give them the minimally required information to confirm by
identity.

William Perkins



